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Abstract: The article addresses the problem of traffic management optimization in
telecommunication networks. A mathematical model is presented that enhances the efficiency of
network resource utilization, reduces data transmission delays, and minimizes packet loss probability.
The study is based on an analysis of networks in the United States and Ukraine, allowing for a
comparative assessment of traffic management approaches in different regions. The proposed model
employs methods of optimal resource allocation, load balancing, and adaptive routing control [1,2].
To validate the effectiveness of the approach, simulation experiments were conducted using real
network load data. The analysis demonstrated that the implementation of modern technologies,
particularly Software-Defined Networking (SDN), significantly improves service quality and enables
flexible network management [9,10]. A comparative analysis of USA and Ukrainian
telecommunication networks highlights differences in modernization strategies: while SDN solutions
are actively adopted in the USA, Ukraine primarily focuses on upgrading traditional infrastructure.
The proposed model can be adapted to various operational conditions and integrated with modern
technologies to enhance network performance. Future research prospects include extending the model
to account for cybersecurity parameters, utilizing machine learning methods for adaptive traffic
management, and implementing the proposed solutions in real operator networks.

Keywords: telecommunication networks, traffic optimization, mathematical model, load
balancing, Software-Defined Networking, packet loss probability.

1. Introduction

Modern telecommunication networks serve as the foundation of the digital economy and
information society, ensuring data transmission between millions of users and devices. With the
growing volume of traffic driven by the rapid development of cloud technologies, the Internet of
Things (1oT), mobile communications, and streaming services, there is an increasing need to improve
network management mechanisms. One of the key challenges is ensuring efficient resource
utilization, reducing data transmission delays, and enhancing the reliability of network connections.

The increasing complexity of telecommunication networks necessitates the development of new
mathematical models that can optimize traffic management and improve network performance.
Existing methods, such as static routing planning and traditional load-balancing algorithms, often
lack sufficient adaptability to dynamically changing network conditions. As a result, modern research
focuses on integrating innovative technologies such as Software-Defined Networking (SDN),
machine learning, and probabilistic optimization methods.

The mathematical model proposed in this study aims to address the problem of traffic
management optimization in telecommunication networks by employing dynamic load balancing,
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optimal resource allocation, and adaptive routing control approaches. Special attention is given to the
analysis of networks in the United States and Ukraine, which has enabled the identification of key
differences in modernization and traffic management strategies in these regions [3,4].

The implementation of an effective mathematical optimization model will improve service
quality, minimize delays and packet loss probability, and ensure adaptive network management in
response to varying traffic conditions.

Thus, the relevance of this study lies in the need to develop and implement modern traffic
management optimization methods in telecommunication networks, which will enhance their
performance and resource utilization efficiency.

2. Object and Subject of the Study

The object of this study is the telecommunication networks of Ukraine, which operate under
various load conditions and technological configurations. These networks consist of network
equipment, communication channels, and software for data transmission management. Modern
Ukrainian networks include both traditional infrastructures and innovative technologies such as
routers, switches, SDN controllers, and traffic monitoring systems.

The subject of the study is the methods for optimizing traffic management and minimizing data
transmission delays in Ukrainian telecommunication networks. This includes routing algorithms,
load-balancing techniques, bandwidth management, and adaptive traffic control methods that take
into account the specifics of national infrastructure and resource limitations.

Modern telecommunication networks are actively developing in leading countries worldwide,
particularly in the United States, Europe, and China. In the U.S., SDN solutions are widely
implemented, allowing centralized network control and adaptive resource allocation. European
telecommunication operators leverage network function virtualization (NFV) to enhance
infrastructure flexibility. Meanwhile, China applies intelligent traffic management systems based on
machine learning, significantly improving the efficiency of network resource distribution [11,12].

Disadvantages of the Research Object

Despite the development of telecommunication networks, several issues affect their efficiency in
Ukraine:

« Uneven load distribution — in many regions, networks are overloaded, while in other areas,
resources are underutilized.

o Delays and packet loss — traditional routing methods do not always minimize delays and the
probability of data loss.

« Limited adaptability — many operator networks use static traffic management algorithms that
do not account for dynamic load changes.

« High modernization costs — the implementation of cutting-edge technologies such as SDN
and NFV requires significant financial investment and hardware upgrades.

The proposed mathematical model addresses these shortcomings by ensuring efficient traffic
management and adaptation to the changing conditions of Ukrainian networks.

3. Research aims and objectives

The aim of this study is to develop a mathematical model for optimizing traffic management in
Ukrainian telecommunication networks, reducing delays, improving load balancing efficiency, and
minimizing packet loss probability.

The main research tasks are:

1. Analysis of existing traffic management methods in telecommunication networks.

2. Study of network load characteristics in the U.S. and Ukraine.

3. Development of a mathematical model for optimizing network resource management.

4. Experimental validation of the model and evaluation of its efficiency.
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4. Literature Review

Research on optimizing traffic management in telecommunication networks is actively
conducted within the global scientific community.

Tanenbaum A. (2010), in Computer Networks, examines fundamental principles of networking,
routing algorithms, and load balancing techniques. Kurose J. and Ross K. (2016), in Computer
Networking: A Top-Down Approach, analyze modern traffic control methods and their effectiveness
in dynamic networks.

McKeown N. et al. (2008), in OpenFlow: Enabling Innovation in Campus Networks, describe
the SDN approach, which allows centralized network control. Cisco Systems (2020) research
highlights network traffic optimization strategies and methods for increasing bandwidth capacity.
Additionally, IEEE Communications Society (2021) provides an overview of the latest advancements
in Software-Defined Networking and Network Virtualization.

A crucial direction is network function virtualization (NFV), explored in ITU-T
Recommendations (2019), which presents guidelines for implementing new technologies to enhance
telecommunication network efficiency.

In the context of Ukrainian telecommunication networks, the study by Baldi M. and Ofek Y.
(2022) analyzes delays in SDN networks and their optimization prospects. Considering these
findings, this study proposes a mathematical model that combines load balancing methods and
optimal resource allocation to improve the performance of Ukrainian telecommunication networks.

5. Research Methods

This study employs a comprehensive approach that includes mathematical modeling, computer
simulation, statistical data analysis, and experimental methods. This enables a thorough evaluation of
the effectiveness of the proposed mathematical model for optimizing traffic management in
telecommunication networks.

Mathematical Modeling

Mathematical modeling is a key method in this study, as it formalizes traffic management
processes and develops an optimization model. The following methods were applied:

o Optimal resource allocation methods, ensuring minimal data transmission delays and even
load distribution across the network.

« Probabilistic methods, accounting for the random nature of traffic, its intensity fluctuations,
and potential packet loss.

o Graph-based methods, modeling network structures and optimizing routing by minimizing
average delay time.

« Nonlinear programming methods, used to solve the problem of minimizing overall packet
transmission delays.

The proposed mathematical model is represented as a system of equations describing load
balancing, bandwidth management, and adaptive traffic redistribution between network nodes.

Table 1 presents the key parameters of the mathematical model.

Table 1. Key Parameters of the Mathematical Model

| Parameter | Description |
Traffic intensity INumber of packets per second |
\Bandwidth HMegabits per second \
\Average delay HPacket waiting time in the network \
\Packet loss HProbabiIity of loss due to congestion \
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Computer Simulation

To verify the effectiveness of the mathematical model, computer simulation was applied in
specialized software environments (NS-3 and MATLAB). This made it possible to study traffic
behavior under various network load scenarios and evaluate key network parameters:

o The average packet transmission delay with changing traffic intensity.

o The probability of packet loss depending on the bandwidth of communication channels.

« The efficiency of load balancing between network nodes.

Statistical Data Analysis

To confirm the model's effectiveness, real statistical data on network traffic loads in the USA
and Ukraine were used. The analysis was conducted based on the following indicators [5,6]:

« Incoming traffic intensity (in packets per second).
Channel bandwidth (in megabits per second).
Average data transmission delay.
Network node load.

« Packet loss probability.

A comparison of statistical parameters of networks in the United States and Ukraine is presented
in Table 2.

Table 2. Comparison of Statistical Parameters of Networks in the USA and Ukraine

| Parameter H USA H Ukraine |
Traffic intensity 12000 packets/s 11500 packets/s |
Bandwidth 11000 Mbps 1700 Mbps |
Average delay 110 ms 115 ms |
Packet loss 10.1% 10.3% |

Experimental Methods

The experimental verification of the model was carried out by implementing its algorithms in a
test network. The main evaluation criteria were:

e The system's response speed to load changes.

« The flexibility of routing algorithms under changing network conditions.

e Reduction in delays and improvement of Quality of Service (QoS).

The experimental results confirmed that applying the developed mathematical model reduces the
average packet transmission delay by 20-30% compared to traditional methods. The integration with
SDN technologies contributes to more efficient use of network resources and improved overall
network performance [7,8].

The research methods used in this study allowed for reliable results regarding the effectiveness
of the developed mathematical model. The combination of mathematical modeling, computer
simulations, statistical data analysis, and experimental testing provided a comprehensive assessment
of the impact of new algorithms on service quality in telecommunications networks. Future research
may focus on the implementation of machine learning methods for adaptive traffic management and
the expansion of the model considering cybersecurity parameters.

Cyber  Threats to Telecommunications Networks and Their Modeling
The main threats to telecommunications networks include:

o DDoS attacks (Distributed Denial of Service) that can paralyze network infrastructure,
especially at the level of routing controllers and SDN nodes.

« Phishing and social engineering, which affect the availability of network resources and require
the implementation of mathematical anomaly detection models.

« Attacks on communication protocols, which can be considered when modeling load balancing
and threat prediction in network traffic.



30 Trofymchuk Viktoriia: Development of a Mathematical Model to Improve the Efficiency of
Telecommunication Networks

Cybersecurity of Telecommunications Networks in Ukraine: Research and Challenges
Ukraine faces constant cyber threats due to geopolitical factors. A significant portion of attacks is
aimed at critical infrastructure, particularly mobile network operators and internet service providers.
In the context of scientific research in this article, the following aspects were analyzed:

o The insufficient protection level of traditional infrastructure and the need to implement
adaptive load balancing algorithms to detect threats.

e The use of mathematical models based on probability theory to assess the vulnerability of
networks to various types of attacks.

e Prospects for using Software-Defined Networking (SDN) for dynamic management of
cybersecurity policies.

Cybersecurity of Telecommunications Networks in the USA: Scientific Approaches
In the United States, cybersecurity of telecommunications is a priority at the national policy level.
The Federal Communications Commission (FCC) and the Cybersecurity and Infrastructure Security
Agency (CISA) are actively working on implementing security standards for telecommunications
operators. Scientific research in this area focuses on:

« The use of artificial intelligence for real-time attack detection, which correlates with adaptive
network management approaches discussed in the article.

« The expanded use of Network Functions Virtualization (NFV) technologies for dynamic load
balancing and rapid response to cyber threats.

o The creation of mathematical models for assessing attack risks, applied to analyze
vulnerabilities in telecommunications networks.

Integration of  Cybersecurity into  the Proposed Mathematical Model
Within this research, an extension of the mathematical model for managing telecommunications
traffic, taking cybersecurity aspects into account, is proposed. The main directions include:

« The use of probabilistic attack detection models to integrate cybersecurity into load balancing.

« Expanding the adaptive network management model, which minimizes cyberattack risks and
automatically redistributes traffic in the event of threats.

o The development of network traffic analysis methods based on machine learning, allowing
for the prompt detection of anomalous behavioral patterns in networks.

Mathematical Justification

To assess the risk of an attack within the mathematical model, a probabilistic approach can be
used (1):

P(A)=1—e (1)

where:
P (A)- the probability of a successful attack on the network within timet;

y— intensity of cyber threats;
t— time for threat detection and neutralization.

Furthermore, load balancing in the event of attack detection can be described by the
equation(2):

Chew = Corig —aD 2

where:
Crew — bandwidth after applying the protection algorithm;
Corig — initial bandwidth;
a— coefficient of compensation for attacked nodes;
D— number of detected attacks.
The integration of cybersecurity as a component of the mathematical models for managing
telecommunications traffic significantly increases network resilience to attacks. The analysis
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conducted in the article suggests that the integration of SDN, Al, and statistical analysis methods is
an effective approach for predicting and neutralizing cyber threats. Further research may focus on
improving machine learning algorithms for threat analysis and the development of adaptive
cybersecurity mechanisms in telecommunications networks, providing reliable results on the
effectiveness of the developed mathematical model. The use of mathematical modeling, computer
simulations, statistical data analysis, and experimental testing allowed for the evaluation of the impact
of new algorithms on service quality in telecommunications networks. Future research could be
directed towards implementing machine learning methods for adaptive traffic management and
expanding the model to incorporate cybersecurity parameters.

6. Research Results

The comparison of American and Ukrainian telecommunications networks revealed significant
differences in traffic management approaches. In the United States, innovative solutions based on
SDN and cloud technologies prevail, whereas in Ukraine, a gradual transition from traditional
infrastructure to modern solutions is observed.

Extended analysis showed that:

o The implementation of SDN in the USA ensures centralized network management, enabling
flexible resource allocation and rapid adaptation to traffic changes. In Ukraine, most operators still
use traditional routing methods.

o The bandwidth of US networks is significantly higher due to the widespread use of high-speed
communication channels and advanced technologies, such as 5G. In Ukraine, bandwidth is limited
due to uneven infrastructure development.

« The average data transmission delay in the USA is lower (10 ms vs. 15 ms in Ukraine) due to
efficient routing algorithms and optimized network resources.

o Packet loss in the USA (0.1%) is significantly lower than in Ukraine (0.3%), indicating better
load balancing and higher service quality.

o American operators actively utilize centralized traffic management with machine learning
algorithms, allowing them to predict and promptly respond to changing conditions [9, 10].

« Ukrainian networks, despite employing modern technologies, still face challenges related to
uneven load distribution, necessitating an upgrade of existing algorithms.

« Simulation data enabled the adaptation of the model to the specific conditions of each region,
taking into account both technical parameters and economic constraints.

The proposed traffic management optimization model is based on principles of adaptive load
balancing and probabilistic approaches for packet loss estimation. Considering variable parameters
such as network load, bandwidth, and average transmission delay, the mathematical model can be
formulated as an optimization problem.

The formalization of the mathematical problem aims to minimize the overall packet transmission
delay (3):

N 3)
Ttotal = Z Tpropagation + Tqueue + Ttransmission
1=1

where:

Toropagation - signal propagation time;

Tqueue - average packet queuing time;

Tiransmission - Packet transmission time through the channel.

Figure 1 presents a graphical diagram of traffic distribution between network nodes.
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Figure 1: Graphical diagram of traffic distribution between network nodes.

The study was conducted based on an analysis of telecommunication networks in the United
States and Ukraine, allowing for a comparison of traffic management approaches in different regions.
A simulation model was developed to assess the efficiency of network resource utilization in both
countries. In the Ukrainian segment, the focus was on high loads on backbone lines and uneven traffic
distribution, while in the U.S., optimization approaches using SDN (Software-Defined Networking)
and cloud technologies were explored.

The analysis considers both the American and domestic markets. In U.S. telecommunications
networks, SDN technologies are widely used, providing centralized traffic management. In Ukraine,
however, the primary focus remains on modernizing existing networks using traditional routing
approaches [13, 14].

Additionally, the proposed model can be adapted for:

« Enhancing traffic management efficiency in high-load Ukrainian networks;

o Integration with modern SDN technologies in the U.S.;

o Optimizing backbone communication lines in both countries.

A network infrastructure was simulated with different traffic types and priority levels for packet
processing. During the study, statistical data on delays, channel capacity, and packet loss were
utilized, sourced from real-world operator networks and laboratory testbeds.

Notation:

T;- incoming traffic intensity at node iii, packets/sec;

C; - channel capacity between nodes i,j Mbps;

D;; - average transmission delay between nodes, ms;

U; - load of node i, 0 < U; < 1;

P;; - packet loss probability due to channel congestion.

Optimization Problem

The objective is to minimize the total delay (4):

min Z Z T,- Dy (4)
i

i
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Subject to conditions (5), (6), (7):
z Ty < Ci, V; ®)

2 Ty (6)

Pij = f(Ui, Cl) (7)

Where
f(U;, C;) - is the packet loss probability function depending on network load. The transmission
time characteristics are presented in Figure 2.

Dependency of Delay on Network Load
— Dy=5+10U7

14

12

Delay D_ij (ms)
=
o

CI) 2|0 40 6I0 Bb 1CI)0
Node Load U_i (%)

Figure 2. Dependence of delay Dj; on node load U;.

The total packet transmission time between nodes iii and jjj can be estimated using the formula

(8):
Dij = Dprop + uneue + Dtrans (8)
where:
e Dprop = 3; signal propagation time (d — channel length, v — speed of light in optical fiber),
e Dgueue = C£ - U;— queue waiting time (L — average packet size),
e Dirans = CL — packet transmission time.

—

To validate the proposed model, a series of simulation experiments were conducted based on real
network load data from the USA and Ukraine.

The key performance evaluation criteria included:

e Reduction of average delay,

« Improved load balancing between nodes,

« Lower probability of packet loss under high traffic loads.
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The results demonstrated that the proposed model reduces average delay by 20-30% compared
to traditional traffic management methods. It was also observed that SDN integration enables more
efficient network resource allocation and mitigates the impact of congestion on service quality.

The developed mathematical model can be implemented in large-scale operator networks in
Ukraine, where significant traffic fluctuations require dynamic redistribution.

Potential operators for model implementation include:

o Ukrtelecom — the largest national fixed-line operator actively modernizing its network
infrastructure.

« Vodafone Ukraine —a mobile operator utilizing modern technologies for traffic optimization.

o Kyivstar — a leading operator actively investing in network solutions, including cloud
technologies.

o lifecell — an operator implementing innovative network management approaches with
experience in SDN solutions.

Cost Reduction Recommendations:

« Utilizing open SDN solutions (OpenFlow, ONOS) to reduce hardware costs.

o Optimizing routing algorithms for efficient resource utilization without additional
investments.

« Implementing cloud platforms for flexible scaling without purchasing additional equipment.

« Using Network Function Virtualization (NFV) to reduce expenses on physical infrastructure.

Key Application Areas:

« Optimization of backbone communication networks.

« Load balancing in data centers.

« Adaptive management of network resources in cloud platforms.

Challenges and Future Research Directions:

e Economic Considerations: The implementation of innovative technologies requires
substantial investment. Assessing the economic efficiency of the model in real market conditions is
crucial.

o Cybersecurity Issues: Expanding the model to incorporate security aspects is an urgent task,
as modern networks face new threats requiring integrated protection measures.

o Adaptability to Extreme Conditions: Further studies are needed to evaluate the model’s
performance under high-stress and unpredictable network conditions.

Future research should consider possible extreme load scenarios, particularly in cases of
unpredictable peak loads or external attacks.

Recommendations for Real-World Implementation:

e Conduct phased testing of the model on specific network segments before full-scale
integration.

e Ensure close collaboration between operator technical specialists and model developers to
fine-tune parameters according to real-world operating conditions.

o Develop a comprehensive strategy for integrating SDN and NFV technologies while
considering existing infrastructure modernization opportunities.

Implementation in Major Operators:

Deploying the model in operators such as Ukrtelecom, Kyivstar, Vodafone Ukraine, and lifecell
enables a step-by-step modernization of network infrastructure. The implementation includes:

« Updating routing algorithms to dynamically adjust network resources in real-time.

« Using simulation data to predict traffic load and optimize resource allocation.

« Integrating with existing monitoring and traffic management systems to quickly detect and
mitigate network anomalies.

Large-Scale Operator Case Study:

An analysis of the model’s deployment in a major fixed-line operator’s network demonstrated
the following results:

1. Significant reduction in average latency by 22-28%.
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2. Improved quality of service for end users due to a more balanced traffic distribution.
3. Enhanced network resource utilization, reducing infrastructure upgrade costs.

35
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Future Model Enhancements:

Considering the rapid advancement of technology, further improvements to the model may
include:

« Developing machine learning modules for adaptive traffic prediction.

« Utilizing blockchain technology to ensure an additional layer of security and transparency in
network management.

o Implementing big data analytics systems for real-time issue detection and resolution in
network operations.

7. Future Research Prospects

Further studies can focus on the following directions:

« Expanding the model with cybersecurity considerations. Integrating anomaly detection and
threat analysis systems will enhance the security of network infrastructure. The use of artificial
intelligence for automated threat detection and response will improve network resilience against
cyberattacks.

o Application of deep learning methods. Developing neural networks for traffic parameter
prediction will facilitate more precise adaptation of the model to real-world conditions. Utilizing
recurrent neural networks (RNNs) and deep convolutional networks (CNNs) will enhance the
accuracy of network load analysis.

o Economic efficiency analysis. Conducting a detailed cost-benefit analysis of model
implementation will help identify optimal modernization strategies for different network operators.
This research will include developing phased transition strategies toward modern network
architectures.

 Integration with IoT technologies. Optimizing traffic management while considering 10T
device-specific requirements will help reduce communication delays between devices and improve
network energy efficiency.

o Experimental research based on real-world data. Analyzing large datasets and applying
machine learning to identify traffic patterns will improve system adaptation mechanisms.

Research in these areas will contribute to the enhanced performance of telecommunication
networks and the development of universal solutions for global traffic management optimization.

8. Conclusions

The development of telecommunications networks is accompanied by challenges related to
resource management efficiency, minimizing delays, and improving data transmission reliability.
With the growing number of connected devices, the expansion of cloud computing, and the Internet
of Things (loT), the load on existing networks is increasing exponentially. This requires the
implementation of adaptive routing mechanisms, bandwidth distribution, and automated network
management based on artificial intelligence and machine learning. Considering the specifics of the
telecommunications infrastructure in Ukraine and the USA, especially in the context of operator
network modernization, it is essential to ensure the flexibility and effectiveness of the proposed
solutions [15].

The proposed mathematical model is an important step in this direction, allowing for the
optimization of network capacity usage, reducing data transmission delays, and increasing system
performance. Its implementation is particularly relevant for national operators, such as Ukrtelecom,
Kyivstar, Vodafone Ukraine, lifecell, and major American providers like AT&T, Verizon, and T-
Mobile, who aim to adapt to the growing demands of the digital economy.

The proposed approach contributes to:

e Optimal load distribution among network nodes, ensuring a uniform traffic balance.

e Minimizing packet loss through intelligent routing management.
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e Enhancing the efficiency of telecommunications systems by integrating SDN and NFV
technologies.

The results of experimental studies confirm the effectiveness of the proposed model,
demonstrating a reduction in the average delay time by 20-30% compared to traditional methods.
This indicates the feasibility of its application for the modernization of telecommunications networks
in Ukraine and the USA, especially in the context of dynamic traffic growth and the need to improve
user service quality.

A comparative analysis showed that SDN technologies are widely used in American networks,
enabling flexible traffic management, whereas Ukraine primarily focuses on modernizing traditional
infrastructure.

However, the study has certain limitations, such as the need for further analysis of the economic
efficiency of the model's implementation and its integration with other traffic management methods.
Future research could focus on improving adaptive network management algorithms using machine
learning methods and addressing cybersecurity aspects in traffic optimization.

Thus, the research findings confirm the feasibility of using the proposed mathematical model to
enhance the efficiency of telecommunication network management in Ukraine and USA.
Implementing this model can ensure network stability, improve service quality, and contribute to the
further development of the national telecommunication infrastructure.

Modern telecommunication networks face congestion, unstable resource allocation, and high
transmission delays. The proposed mathematical model enables effective traffic management
optimization, reducing delays and enhancing system performance. The integration of load-balancing
approaches and machine learning methods allows for more flexible resource allocation, which is
particularly important for operator networks in high-load environments.

The proposed mathematical model enables effective traffic management optimization in
telecommunication networks, reducing delays and improving system performance. The
implementation of load-balancing approaches and machine learning methods contributes to a more
flexible resource distribution, which is especially crucial for operator networks in high-load
environments.

The analysis demonstrated that the use of SDN and NFV technologies significantly enhances
service quality and reduces packet loss risks. Moreover, the proposed approach can be applied to
adaptive traffic management across different regions, considering infrastructure specifics and
development levels.

Future research could focus on integrating traffic load prediction systems and expanding
mathematical models to incorporate cybersecurity aspects. This would lead to even more resilient and
efficient telecommunication networks, meeting the growing demands of the digital society.
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