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Anoranisi: CTtaTTs TPUCBAYEHA JOCIHIDKEHHIO €THYHHMX acCIEKTIB BIPOBA/KEHHS CHUCTEM
U(GPOBOr0 MOHITOPUHTY B CY4YaCHUX OpraHi3allifHMX CTPYKTypax B yMoBax Iiobamizamii Ta
MacoBOTO TEpeXoy A0 MUCTaHLIMHMX (GopM mpari. Y poOOTI mpoaHani3oBaHO TpaHchopmaIllio
HiAXO0JIB 710 KOHTPOJIIO 32 TPYIOBOIO JISUIBHICTIO, /1€ TPAAMULINHHI METON Harjsay MOCTyHaroThCs
MicleM Oe3NepepBHOMY  €JIEKTPOHHOMY MOHITOPUHTY MPOIYKTHUBHOCTI, alTOPUTMIYHOMY
YIpPaBJIIHHIO Ta aHAJITHI HAa OCHOBI LITY4YHOTO iHTeNeKkTy. OO0’€KTOM JOCHIJKEHHS € Mpolecu
U(GPOBOro KOHTPOJIIO MPAIiBHUKIB, a MPEAMETOM — €THYHI PU3UKU Ta MOXKJIMBOCTI rapMOHi3aLii
1HTEepeciB poOOTOMaBISI W TEpPCOHaNy. ABTOp JETalbHO PO3IJISLIAE KIIOUYOBI TPOOIEMH, IO
BUHUKAIOTh BHACIIOK HaIMIpHOrOo HLHM(POBOTro HArisly, 30KpeMa IMOpYIIEHHS HpPUBAaTHOCTI B
JIOMalTHbOMY CEpEIOBHII, 3HI)KEHHS pPIBHSI aBTOHOMII MpAalliBHUKIB, BAHUKHEHHS aJITOPUTMIYHOI
yIepeKeHOCTI Ta 3pOCTaHHsI TEXHOCTPECY, 1110 MPU3BOAUTS JI0 MPO(EeCciiiHOro BUTOpaHHs Ta iMiTaril
MPOAYKTUBHOCTI. Y CTaTTi 3allpOlIOHOBAHA KOHIEMIisl AJAaNTHUBHOTO E€THMYHOTO ULUII03Y, SKa
NPONOHY€E AMHAMIYHMK TMiAXiA 1O KOHTPOJIO Ha OCHOBI DPIiBHS JOBIpM Ta pe3yJbTaTUBHOCTI
MpaliBHUKA, fKa BKIIOYa€ MEXaHI3MHM KOHTEKCTyalbHOI (UIbTpalii MpHUBATHOCTI Ta MpaBO Ha
KOPOTKOCTPOKOBY IIM(PPOBY aBTOHOMIIO, 1110 JJO3BOJISIE IEPETBOPUTH MOHITOPHHT 13 PENPECHUBHOTO
IHCTPYMEHTY Ha 3aci0 MiATPUMKH Ta MPOQECciitHOro po3BUTKY. Y CTaTTI IOBEAEHO, 10 €PEKTUBHICTh
CY4YacHOTO YIPaBJIIHHS MEPCOHAJIOM BHU3HAYAETHCS HE JIMIIE TEXHOJOTIYHOIO MOTYKHICTIO CHCTEM
KOHTPOJIIO, a i piBHEM IXHbOI €TUYHOI BIAMOBIIHOCTI Ta mpo3opocTi. ChopMyboBaHI BUCHOBKU Ta
pexoMeHaaLli MiAKPecIoTh HeOOXIIHICTh MepexXoqy 0 MapTHEPChKUX Mojeel B3aeMonii, jae
MiHIMi3allis 300py JaHUX Ta 3aJy4YeHHS MPALiBHUKIB 10 (OPMYBaHHS MOJIITUK MOHITOPUHTY CTalOTh
(GbyHIAaMEHTOM JUIsl CTaJoro PO3BUTKY JIIOJCHKOrO Kamitalny B IHM(poBy emnoxy. Pesymbratu
JOCTIPKEHHST MOXYTh OyTu BukopHucTaHi HR-meHemkepamu Ta KepiBHUKaMU oOpraHizailiid uis
BJJOCKOHAJICHHSI CHCTEM YINpaBIiHHSA JUCTAHUIMHUMHM KOMaHJAaMU Ta 3MIIHEHHS KOPIOPAaTHBHOI
KyJbTYpH.
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1. Beryn

CydacHi yMoBHU mu(poBi3alii miodamTbHOI €KOHOMIKM Ta MAacOBHU MEpexiJl IO TiOpHUIHUX
MOJIeJIeH 3aHATOCTI 3yMOBWIN (hyHAAMEHTAIbHY TpaHCHOPMAIIi0 MiIXO/iB A0 OpraHi3allii mpaiii.
Tpaauuiiini meronu Harnagy, mo Oa3zyBanucs Ha (I3WYHIM MPHUCYTHOCTI MpaliBHUKa B odici,
CTPIMKO BUTICHSIOTHCS BUCOKOTEXHOJOTIYHUMHU CUCTEMaMHU KOHTPOJIIO, SIKi 3/1aTHI (yHKIIIOHYBaTH
IMCTAHIIIHO Ta Oe3nepepBHO. SIKIO paHille MOHITOPUHT MaB MEPEBAYKHO EMi30AUYHUNA XapakTep i
(dhokycyBaBcs Ha KiHIIEBHX pe3ysbTaTaX, TO ChOTOJIHI BiH HaOyBae (popMu TOTaIbHOTO U(PPOBOTO
CYIIPOBOJLy KOXKHOTO poOOYOro KPOKY.

AKTyaJIbHICTh JTaHOT MPOOJIEMH MOCHIIIOETHCS THUM, IO PO3TOPTAHHS CHUCTEM EJICKTPOHHOTO
MOHITOpUHTY TpoaykTuBHOCTI (EPM), anropuTmiuHOro ympaBiiHHA Ta IHCTPYMEHTIB IITYYHOTO
IHTEJIEKTY 4acTo BiOyBaeThCs MIBUALIEC, HK (OpMYyBaHHS BIAMOBIIHOT €THKO-TpaBoBoi 6a3u. Lle
CTBOPIOE CHUTYAIIil0, 32 K01 IHTeHCU(IKaIisi KOHTPOIIIO MOYNHAE 3arPOXKYBATH (PyHIAMEHTAIEHUM
npaBaM ocoOucTOCTi. 30KpeMa, MHUTaHHS IOTPHUMAHHS TpaBa Ha TPUBATHICTh, 30epEKEHHS
npodeciifHoi aBTOHOMIi Ta 3a0€3MEeYeHHs CHPABEAJIUBOTO CTABICHHS CTAIOTh KPUTHYHUMH IS
MIATPUMKH 3I0pOBOTO OpraHizaiiifHoro kiaimarty [23)].

VY 1bOMy KOHTEKCTI BUHHMKA€ TOCTpa HAyKOBa MMOTpeda y IMOIIyKy OajaHcy: K 3a0e3NeuuTH
HeoOximHy ans Oi3Hecy MpO30piCTh MPOIECiB, HE NEPETBOPIOIOYHM poOOYE Miclle Ha MPOCTIp
MOCTIHOTO MCUXOJIOTIYHOTO TUCKY. SIK CBiUaTh Cy4acHi AOCIHIHKEHHS, MEKa MK TEXHOJIOTIYHOIO
e(EKTUBHICTIO Ta ETUYHUM BTPYUYAHHSIM y PUBATHE )KUTTS € HAJI3BHYAIHO PYXJIMBOIO, 1[0 BUMArae
PO3pOOKH HOBHX, aIalITUBHUX ITiIXOIB JIO YIIPaBIiHHS ITepcoHanoM [5); 24)].

2. O0'exT i mpeaMeT DOCTiKEHHS

OO6'eKTOM JOCHIKEHHSI € TMPOLIECH MOHITOPUHTY TpPYAOBOi ISJIBHOCTI NPAlLIBHUKIB Y
upoBoMy cepenoBuii. [IperMeToM BHCTYMalOTh €THYHI ACHEKTH 3aCTOCYBAHHS TEXHOJIOTIH
MOHITOPHHIY, a TAKOX iXH1H BIUIMB Ha IPOAYKTHUBHICTb Ipalli Ta JOTPUMAHHS [1PaB JIIOIUHU.

3. Mera Ta 3aaa4i DJ0CTiIKeHHSA

MeTor AOCHIIKEHHST € OOIpYyHTYBaHHS MIJXOJIB JI0 E€THYHOIO BHUKOPUCTAHHS CHCTEM
MOHITOPUHTY TpauiBHUKIB. OCHOBHI 3ajadi: HpoaHaJi3yBaTH Cy4yacHI (OPMU MOHITOPHHTY,
BU3HAYUTH E€TUYHI PU3UKH, JOCIITUTH TICUXOJIOTIYHMM CTaH MpAIliBHUKIB Ta CPOPMYIIOBATH
MPUHIUIHA €THYHOTO BIPOBA/IKEHHSI CUCTEM KOHTPOJIIO.

4. AnaJji3 jgirepatypu

HaykoBi JoCHiJUKeHHS OCTaHHIX pPOKIB JI€MOHCTPYIOTh KOMIUIEKCHHH XapakTep BIUIUBY
nu(ppoBOro  MOHITOpUHTY. Y  poboTi €cke BCTAaHOBIEHO, WIO0 JAWUCTaHIidHA poboTa
CYIPOBOJIKYBAIacs 3pPOCTAHHAM pIBHS €JIEKTPOHHOTO KOHTPOJIO, IO BIUIMHYJIO HAa BiAYYTTS
aBroHowmii [11)]. Bitak i [lumMmep Bka3yroTh Ha 3B’ 30K MK MOHITOPUHTOM Ta MiBUIIEHHSM CTPECY
3a yMOB HeaocTaTHbOI mpo3opocti [23)]. Hocmimxenns Cam, Illu ta Dokc akieHTye yBary Ha
cTpaterisix omopy mnpauiBHukiB [20)], a [lo Ta iH. mpomoHyoOTh KOHIEMNIi0 «sousveillance» nms
1o/10J1IaHHA acuMeTpii iHdopmaii [6)].

CydacHuil eTan pO3BUTKY YIPaBIIHCHKUX TEXHOJOTIH XapaKTepH3yeThCs BIPOBAIKECHHIM
KOMIUIEKCHOTO €JIEKTPOHHOr0 KOHTposito mpoayktuBHocTi (EPM). JlocmimHUKM BUIUISIOTH
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IIMPOKHNA CIIEKTP IHCTPYMEHTIB: BiJl TPaJAULIHHOTO JIOTYBaHHS HaTUCKaHb KJIaBIIl Ta MOHITOPHUHTY
MEpEeXKEBOT aKTHUBHOCTI 1O BHUCOKOTEXHOJIOTIUuHOT Al-aHamiTukm, cucTeM «people analyticsy,
010METPUYHUX JATYHMKIB TA CEHCOPIB, IO IHTErPYIOThCs Y HOCUMI nipuctpoi [ 1); 4); 7); 13); 18); 21);
22)].

OcCHOBHUMH JpaiiBepaMu BIPOBAHKEHHS TAKMX CUCTEM B OpPraHizallisix € HeoOX1IHICTh 3aXUCTy
KOPIIOPAaTUBHUX AaKTWBIB, 3a0e3mnedeHHs iHdoOpMaIliiHoi Oe3leKu, MiHIMi3alis BHUTOKIB
KOH}iAeHIITHUX JaHuX Ta OOpoThOa 3 KiOepHEepOOCTBOM (BUKOPHUCTaHHSIM poOOYOro 4vacy B
ocobuctux numax) [1); 4); 9); 18); 22)]. Kpim TOro, MOHITOPHHI BHUCTyNHa€ IHCTPYMEHTOM
00’€KTHBI3alii OLIHKH SKOCTI MpaLli Ta OPUANYHOTO CTPAXyBaHHS BiANOBIAAIBHOCTI pOOOTOIABIIS.

AHami3 HayKOBHX TIpalb J03BOJISIE CHCTEMATH3yBaTH BUAW HU(POBOro HATJSIY 3aJ€KHO Bif
XapakTepy eTHYHUX 3arpo3, SKi BOHU MPOBOKYIOTH (TadI. 1).

Tabauus 1. Kiacudikarist BU1iB MOHITOPHHTY Ta BiIMOBIIHUX €THYHHX PU3HKIB

MeTo10.10Tis1 MOHITOPHHTY HAominanTii PHSHKM LT pas Hxepesa
npaniBHUKA
Peecrpartis akTHBHOCTI I'muboxka iHBa3is y IPUBATHICTb, [22); 13); 21);
(keisiorrepu, CKpIHIIOTH) 3pOCTaHHSI IICUXOJIOTTYHOIO CTPECy 9]
Kontposb iHTepHET-TpadiKy Ta dopMyBaHHS BIIUYTTS «TOTAJIBLHOTO [4): 18): 1): 9)]
AKTHUBHOCTI Harysiy» (Panopticon effect) Cr
AJNTOpUTMIYHE YIIPABITIHHS Ta Hemnpo3opicTh pilieHb, aaropuTMidyHa [16); 21); 14);
AI-HRM yHepeKEeHICTh, TUCKPUMIHAILIS 2); 17)]
@1310JI0T1YHUN MOHITOPUHT BukopucranHs 4yTIMBAX MEAUYHHUX [15): 7]
(ceHcopu cTpecy/310poB’s1) JIAHWX, BTpaTa TUJIECHOI aBTOHOMI1 ’

[{udpoBuii KOHTPOIL CYTTEBO TpaHC(HOPMY€E OpraHizaliiiHy KyasTypy. HaaMipHa iHTEeHCUBHICTD
HarJIsy 4YacTO KOPENIOE 31 3HIDKEHHSM PIBHS 3aJI0BOJICHOCTI POOOTO0, NECTPYKIIE0 TBOPYOTO
MOTEHIIIay Ta MiJPUBOM JOBIPH JO0 MEHEeKMEHTY [4); 9); 12); 13); 18); 21); 23)]. OcobnuBo roctpo
npo0GsieMa IPUBATHOCTI MOCTa€ B yMOBaX JIMCTAaHIINHOI Ipailli, € BUKOPUCTaHHS O10METPUYHMX
CHCTEM YU MOHITOPHUHI JIOMAIIHBOTO MPOCTOPY CIPHMMAEThCs K Ipy0e BTpY4YaHHS B OCOOHUCTY
chepy [1); 3); 15); 21); 23)].

BopaHouac HaykoBIII MIAKPECTIOIOTh 3HAYEHHS «IIPOLEAYPHOI CIIPaBeUINBOCTI». PeneBanTHUI
MOHITOPHHT, 10 (DOKYCYETHCS BUKIIOUHO HAa pOOOYMX 3aBJAHHAX, Y TMOETHAHHI 13 3aTy4eHHSIM
MEPCOHATY JI0 PO3POOKH PETJIAMEHTIB KOHTPOJIIO, 3HAYHO 3HUXKYE OITip Ta BITUYTTsI BTOPTHEHHS [3)].
ETnune nigepcTBO Ta mpo3opuil KIIMaT B opraHizalii BUCTYNarOTh (PaKTOpaMHu, IO CTUMYIIIOIOTh
JIOSATIBHICT Ta CyMJIIHHY NOBE/IHKY MPAalliBHUKIB HaBITh 3a HAsIBHOCTI cUCTeM crioctepexenHs [ 10);
8)].

Ha ocHoBI aHaiizy niTepatypu MoxHa c(hopMyJIroBaTH 0a30Bi OPIEHTUPU Il BIIPOBAIXKEHHS
TYMaHICTUYHUX MOJIEJIEH MOHITOPUHTY:

1.  IndopmariitHa BiIKpUTICTh: OOOB’SI3KOBa MOiH(GOPMOBaHA 3roja, HASBHICTh UITKHX
MMCHbMOBHX IMOJIITUK 13 MOSICHEHHSIM MEX 1 e 300py nanux [7); 9); 18); 19); 21); 22)].

2. LinpoBa BUINpaBIAaHICTh: TOTPUMAHHS MPUHIUIY MIHIMI3AIll J1aHUX — BIICTEXKYBaTUCS
MAIOTh JIMIIE T1 METPUKH, 1110 O€3MOCcepeTHhO CTOCYIOThCs Oi3Hec-pe3ynbTaty [1); 3); 7); 13)].

3. IlponopuiiiHicTh: OajaHc MIX NOTPeOOI0 B KOHTPOJII Ta PHU3UKOM IpodeciiHoro
BUTOpaHHS YU 0OMEXEHHsI MOXKIIMBOCTEH [1st HaBuaHHs [9); 13); 15); 21)].

4.  AwnHoHIMI3allis Ta 3axMCT: 3a0e3Me4YeHHs] BHMCOKOTO piBHS Oe3neku mpu 30epiraHHi
9yTIUBUX (0COOIMBO MEIUYHUX Ta OioMeTpUYHHX) nanux [15); 7)].

5. Aymut anroputmiB: st cucteMm [l KpuTHYHO BaXIWMBOIO € JaTa-TPaMOTHICTb,

MOSICHIOBAHICTh AJITOPUTMIYHUX BEPIUKTIB Ta 3aJTy4eHHs IPaLliBHUKIB JI0 €TaIy Ju3aiiHy cucteM [2);
14); 16); 17); 21)].

CuHTe3 HayKOBHX MOTJISAIB JIO3BOJISIE CTBEPKYBATH, 110 €TUYHICTh MOHITOPHHTY € HE JIMIIE
MPaBOBOIO BUMOTOI0, a M CTPATETIYHOI0 HEOOX1IHICTIO. JIHIle 32 yMOBH TIOTPUMAHHS TIPO30POCTI Ta
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OoOMEeKeHHsI BTpyYaHHs HEOOX1THUM MIHIMyMOM MOXHa 30€perT opraHizaliiiHy crpaBeuBICTb 1
n00poOyT MpaliBHUKIB, 0€3 SKHUX JOBrOoCTpOKOBa e(eKTHUBHICTH HU(PpoBOi TpaHchopmarlli €
HEMOXKITUBOIO.

5. MeToau J0CJaiIKeHb

MeTo0I0TiYHy OCHOBY CTATTi CTAHOBHTH KOMIUIEKCHHUM MiAX1J], II0 HOEAHYE 3aralbHOHAYKOBI
Ta CIeMiaJIbHI METOJU Mi3HaHHA. 30Kpema, OyJ0 BHKOPHCTAaHO METOJ TEOPETHYHOTO aHali3y Ta
CUHTE3Y ISl ONpamoBaHHsS (yHIaMEHTAIBHUX KOHIICTIIIH MPUBATHOCTI Ta aBTOHOMIT IpalliBHUKA B
yMmoBax mudpoBoi tpanchopmartii. CUCTEMHUN TIIXiA JTO3BOJUB PO3IVISHYTH MOHITOPUHT HE SIK
130JIbOBaHUN TEXHIUYHUH 3aci0, a AK CKIAJHUI eJIeMEHT OpraHi3amliiHoi KyJbTypH, IO BILUTUBAE HA
MICUXOEMOIIIMHUHN CTaH MepCOHAITy Ta MPOYKTHBHICTH TIpaIli.

BaxumBe wMicue y JOCHIKEHHI TOCITa€ METOJN KOHTEHT-aHaNli3y Cy4acHHX HayKOBHX
myOJTiKaIii Ta eMIipUuYHUX 3BITIB (30Kpema mociimkenb €cke [11)] ta Bitak 1 Hummep [23)]), o
7a7i0 3MOTY BHUSIBUTH KOPEJSIIII0 MK IHTEHCHBHICTIO CIIOCTEPEKEHHS Ta PIBHEM TEXHOCTPECY.
[TopiBHsiNbHUN aHai3 OyJ0 3aCTOCOBAHO ISl CIIBCTABICHHS TPAAUIIMHUX METOIB HArjsay 3
HOBITHIMH 1HCTPYMEHTaMH aJTOPUTMIYHOTO yrpaBiiHHA. Ha 3aBepmiansHOMY eTarii BUKOPHUCTAHO
METOJI MOJICITFOBAHHS JJIsi pO3POOKH Ta OOTPYHTYBAaHHS KOHIICIIIi aJlalTHBHOTO €TUYHOTO IILTI03Y
(AEQG) sik iHCTpyMEHTY rapMOHi3allii iHTepeciB poOOTOIaBIls Ta MPALliBHUKA.

6. Pe3ysabTaTn 10C/1iI:KeHb

[IpoBenenuii anami3 mokaszaB, 10 cydacHi cuctemu MoHiTopuHry (keystroke logging,
CKPIHIIIOTH, T€0JOKallisl) 0COOIMBO aKTHBHO 3aCTOCOBYIOTHCS y cepi rir-ekoHOMiku [5); 24)].
BusiBneno Hu3Ky npo0ieM: mopymeHHs MPUBATHOCTI Y AOMAIIHEOMY cepepoBuii [ 11)], 3HmKeHHS
aBTOHOMIi Ta aJITOPUTMIUHY ynepekeHicTs [20)], mo mpu3BOAUTH 10 MPOo(eciiHOrO BUTOpaHHS
[23)] Ta imiTarii aktuBHOCTI [20)].

Ha ocHOBI KpUTHYHOTO aHaJi3y BUSBICHUX JECTPYKTUBHUX HACTIJKIB TOTAIBHOTO KOHTPOJIIO,
aBTOPOM IMPONOHYEThCS BIPOBAIKEHHS MOJEINI aJanTUBHOro ernyHoro nuio3y (Adaptive Ethical
Gateway — AEG). Ha Bigminy Bia Tpaguuiinux cucremM EPM, ski npaitoroTh MOCTiiHO, MOJIENb
AEG 0a3yeTbcs Ha TPhOX KOMIIOHEHTAX:

1. JluHamivHa IHTEHCUBHICTh - YaCTOTA Ta IMTMOKHA 300py TaHUX (HANPHUKIa/l, 3HIMKIB €KpaHa)
aBTOMATHUYHO 3HMXKYETHCS MPOMOPIIIIHO 10 cTaXy poOOTH MpaliBHUKA Ta CTAO0UILHOCTI BUKOHAHHS
HuM KPI. Ile cTtBOproe piBeHb AOBIpH, /1€ €TUUHHI MOHITOPHHI NEPETBOPIOETHCSA HA IHCTPYMEHT
MIATPUMKH JIUIIE Y KPUTUYHI MOMEHTH.

2. KoHTtekcTyanbHUH QUIBTP NPUBATHOCTI - BUKOPUCTAHHS aJITOPUTMIB KOMIT'IOTEPHOTO 30py
Ha CTOPOHI KJIIEHTA JJII aBTOMATHYHOTO PO3MUTTS 0OJIMY WIEHIB CIM’T a00 0COOUCTUX JIOKYMEHTIB,
1110 BUMAKOBO NOTPAILISIIOTH Y 30HY il KAMEPH UM CKPIHILOTY.

3. @yskuis «ETnuHOi may3u» - mpaBo MpaliBHUKAa Ha KOPOTKOCTpokoBe (10 15 xB)
BIJIKITFOUEHHS] CHCTEMH MOHITOPUHTY 0€3 HEOOXiTHOCTI OOTpYHTYBaHHSI, 10 33JJ0BOJIBHSE MOTPEOyY B
«un(ppoBiii aBTOHOMID» Ta 3HMKYE TEXHOCTPEC, OMUCAHUH Yy TOCTiKEeHHX [23)].

Bnpoamkenns AEG 103Bosisie 3SMIHUTH CIIPUAHATTS KOHTPOJIO 3 «IHCTPYMEHTY NMPUMYCY» Ha
«MEXaHI3M CaMOPETyYJIALI, 110 MiHIMI3Y€E CTpaTerii ornopy, BUsiBIeH1 y poooTi [20)].

7. IlepcneKTHBH MOJANBIIOT0 PO3BUTKY J0CIIIAKEHD

[Toanpmii po3BUTOK JOCHIHKEHHS MOXKe OyTH 30cepePKeHI Ha MaciiTabyBaHHI 00’ €kTa Ta
iHTerpamii 3 TexHosorieto Blockchain. MacmrTabyBanHs 00’€kTa 1€ pO3IMIMPEHHS aHANI3y Ha
TPAHCKOPJIOHHI TPYJOBI BIJHOCHHH, J€ HEOOXIJHO BpaXxOBYBaTH BIIMIHHOCTI y 3aKOHOJABCTBI
(manpuknaza, Mixk GDPR y €C Ta tpynosum npasom CIIIA un Ykpainu) npu NpoeKTyBaHHI CUCTEM
MoHiTOpuHry. IHTerpamiss 3 TexHonorietro Blockchain - posrmsin o6’ekra Kpi3b npusmy
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JCLIEHTPATI30BaHOr0 30epiraHHs JaHUX MpO NPOXYKTHBHICTh. Lle 3a0e3nednTh HEMOKIMBICTH
MaHIImyJIA1ii JTaHuMH 3 00Ky 000X CTOPiH, 1110 € MPSMHUM BIPOBaDKEHHAM 111€e1 «sousveillance» [6)].

8. BucHOBKH

B ymoBax rio6anpHoi nndposizaliii MOHITOPUHT TisJILHOCTI MpalliBHUKIB TpaHCHOPMYBaBCs 3
JOMOMIXKHOTO IHCTPYMEHTY KOHTPOJIIO B HEBIJ'€MHY CKJIaJIOBY CY4aCHHX YINPABIIHCHKUX MPAKTHUK.
[IpoTe TexHOJIOTIYHA JOCKOHAIICTh CHCTEM HArJIsAy HE € aBTOMAaTHYHOK TapaHTIEI0 3POCTAaHHS
MPOAYKTUBHOCTI; HATOMICTh iX E€(QEKTHBHICTh KPUTHYHO 3aJICKUTh Bl JOTPUMAHHA ETHUYHHX
MIPUHITUIIIB Ta 30€peKEHHS JOBIPH B TPYJOBOMY KOJIECKTHBI.

Y poboTi 0OrpyHTOBaHO, LIO TpaauIiiiHI Mojeni Oe3nepepBHOrO KOHTPOJIO IMPOBOKYIOTH
JIECTPYKTUBHI HACTIJIKH: 3pOCTaHHS TEXHOCTpPECy, IOpPYIICHHS KOPJOHIB TPUBATHOCTI Ta
dbopMyBaHHSI cTpareriid imitamii AiSUTBHOCTI, IO 3pPEIITOI0 HIBEIIOE MO3UTHBHUN e(eKT Bif
BIPOBAJKCHHS 1HHOBAIIIH.

KirouoBuM pe3ysibTaToM JOCIIIKEHHS cTaia po3poOKa MOJIEINi aAaTHBHOTO ETHYHOTO HITIO3Y
(AEG). Ha BiamiHy BiJg cTaTMuHUX cucteM KoHTpono, AEG mpornoHye nuHaMivyHUM miaxig, e
IHTCHCUBHICTh MOHITOPHHTY KODPEIIOETBCS 3 piBHEM mnpodeciiiHoi BiINOBiNANBHOCTI Ta
pe3yabTaTUBHOCTI TpariBHuKa. Lle mo3Boise peani3yBaTh Ha NPAKTUI[ MPHHIUIHU MPO30POCTI,
MPONOPIIIHOCTI Ta MiHIMI3aLii 300py AaHUX.

BnpoBamxenns moneni AEG 3a0e3neuye AOCATHEHHsI CTpATEriyHOro OanaHCy: opraHizailis
OTPUMY€E HEOOXITHUU PIBEHH MPO30POCTi OI3HEC-TIPOIIECIB Ta 3aXUCTY aKTHUBIB, TOJI K MPAI[IBHUK
30epirae nudpoBy aBTOHOMIIO Ta mpodeciiiHy riaHicTh. Takuil mapuTeT iHTEepeciB € PyHIaMEHTOM
st popMyBaHHS CTIHKOT KOPIIOPATUBHOI KYJIBTYPH, 3/1aTHOI €()eKTUBHO (PYHKIIOHYBAaTH B yMOBaxX
JIUCTaHIIMHOT Ta TiOpUAHOI 3alHATOCTI. ETUYHMII MOHITOPUHI, TaKUM YHMHOM, IiepecTae OyTu
($hOopMOIO HArJISTY 1 IEPETBOPIOETHCS HA MEXaHI3M IMIJTPUMKH Ta PO3BUTKY JIIOJICEKOTO KaIliTamy B
U(pOBY EMoxy.

Cnucoxk JiTepatypu:

1) Aguboshim, F., Ezeife, J., & Ezeasomba, 1. (2019). Monitoring IT and Internet Usage of
Employees for Sustainable Economic Development in Nigeria: Legal and Ethical Issues. Journal of
Information Engineering and Applications, 9(5). doi: https://doi.org/10.7176/jiea/9-5-03

2) Akter, S. (2025). AI’s Impact on Talent Acquisition Strategies and Employee Engagement
Methodologies: Ethical Considerations for Trustworthy AI-HRM Integration. Journal of Humanities
and Social Sciences Studies, 7(8). doti: https://doi.org/10.32996/jhsss.2025.7.8.6

3) Alge, B. (2001). Effects of computer surveillance on perceptions of privacy and procedural
justice. The Journal of Applied Psychology, 86(4), 797-804. doi: https://doi.org/10.1037/0021-
9010.86.4.797

4) Ball, K. (2010). Workplace surveillance: an overview. Labor History, 51(1), 106-187. doi:
https://doi.org/10.1080/00236561003654776

5) CleverControl. (2024). Monitorynh pratsivnykiv [Employee monitoring]. Available at:
https://clevercontrol.com/uk/employee-monitoring/ (accessed April 10, 2026)

6) Do, K., De Los Santos, M., Muller, M., Savage, S. (2024). Designing Gig Worker
Sousveillance Tools. Proceedings of the CHI Conference on Human Factors in Computing Systems
(CHI "24), 1-19. doi: http://doi.org/10.1145/3613904.3642614

7) Evans, G., Kloke, H., & Jahn, S. (2023). Review of ethics for occupational hygiene hazard
monitoring surveys using sensors. Journal of Occupational and Environmental Hygiene, 20(10), 439-
451. doi: https://doi.org/10.1080/15459624.2023.2247018

8) Halbusi, H., Williams, K., Ramayah, T., Aldieri, L., & Vinci, C. (2020). Linking ethical
leadership and ethical climate to employees' ethical behavior: the moderating role of person—
organization fit. Personnel Review. doi: https://doi.org/10.1108/pr-09-2019-0522



https://doi.org/10.7176/jiea/9-5-03
https://doi.org/10.32996/jhsss.2025.7.8.6
https://doi.org/10.1037/0021-9010.86.4.797
https://doi.org/10.1037/0021-9010.86.4.797
https://doi.org/10.1080/00236561003654776
https://clevercontrol.com/uk/employee-monitoring/
https://www.google.com/search?q=http://doi.org/10.1145/3613904.3642614
https://doi.org/10.1080/15459624.2023.2247018
https://doi.org/10.1108/pr-09-2019-0522

International Science Journal of Management, Economics & Finance 2026; 5(3): 40-46 45

9) Jahagirdar, R., & Bankar, S. (2020). Employees Perception of Workplace Monitoring and
Surveillance.  PEOPLE:  International  Journal of  Social  Sciences, 6(1). doi:
https://doi.org/10.20319/pijss.2020.61.474486

10) Jannat, T., Alam, S., Ho, Y., Omar, N., & Lin, C. (2021). Can Corporate Ethics Programs
Reduce Unethical Behavior? Threat Appraisal or Coping Appraisal. Journal of Business Ethics, 176,
37-53. doi: https://doi.org/10.1007/s10551-020-04726-8

11) Jeske, D. (2022). Remote workers' experiences with electronic monitoring during Covid-19:
implications and recommendations. International Journal of Workplace Health Management, 15(3),
393-409. doi: http://doi.org/10.1108/IJWHM-02-2021-0042

12) Jung, H., Fusi, F., Welch, E., Louafi, S., & Manzella, D. (2021). Apply with caution! The
contingent effect of blockchain-enabled governance on trust. Research Handbook on E-Government.
doi: https://doi.org/10.4337/9781786437259.00018

13) Kalischko, T., & Riedl, R. (2021). Electronic Performance Monitoring in the Digital
Workplace: Conceptualization, Review of Effects and Moderators, and Future Research
Opportunities. Frontiers in Psychology, 12, 633031. doi: https://doi.org/10.3389/fpsyg.2021.633031

14) Kalluri, N. (2025). The Impact of AI on Workplace Litigation: A Study of Employee
Relations and Conflict Resolution. International Journal For Multidisciplinary Research, 7(4). doi:
https://doi.org/10.36948/ijfmr.2025.v07i104.51880

15) Kerr, J., Naegelin, M., Benk, M., Wangenheim, F., Meins, E., Vigano, E., & Ferrario, A.
(2022). Investigating Employees’ Concerns and Wishes Regarding Digital Stress Management
Interventions With Value Sensitive Design: Mixed Methods Study. Journal of Medical Internet
Research, 25. doi: https://doi.org/10.2196/44131

16) Leicht-Deobald, U., Busch, T., Schank, C., Weibel, A., Schatheitle, S., Wildhaber, 1., &
Kasper, G. (2019). The Challenges of Algorithm-Based HR Decision-Making for Personal Integrity.
Journal of Business Ethics, 160, 377-392. doi: https://doi.org/10.1007/s10551-019-04204-w

17) Mathur, M., Pramanik, B., Rosalyn, S., Thulaseedharan, A., Mirzani, Y., & Namdeo, S.
(2024). Ethical Implications of Al in HRM: Balancing Efficiency and Privacy in Employee
Monitoring Systems. Nanotechnology Perceptions. doi: https://doi.org/10.62441/nano-ntp.vi.3870

18) McParland, C., & Connolly, R. (2020). Dataveillance in the Workplace: Managing the
Impact of Innovation. Business Systems Research Journal, 11(1), 106-124. doi:
https://doi.org/10.2478/bsrj-2020-0008

19) Shrivastav, P., Tiwari, D., & Lakshmi, G. (2025). Study of Employee Privacy Rights in the
Digital Age. Journal of Information Systems Engineering and Management, 10(45). doi:
https://doi.org/10.52783/jisem.v10i45s.9036

20) Sum, C. M., Shi, C., Fox, S. E. (2025). "It's Always a Losing Game": How Workers
Understand and Resist Surveillance Technologies on the Job. Proceedings of the ACM on Human-
Computer Interaction, 9(CSCWO004), 1-32. doi: http://doi.org/10.1145/3710902

21) Tursunbayeva, A., Pagliari, C., Di Lauro, S., & Antonelli, G. (2021). The ethics of people
analytics:  risks,  opportunities and  recommendations.  Personnel  Review.  doi:
https://doi.org/10.1108/pr-12-2019-0680

22) Vinith, K., & Pinto, D. (2023). Information Technology in Surveillance of Employee
Performance. EPRA International Journal of Environmental Economics, Commerce and Educational
Management. doi: https://doi.org/10.36713/epral4255

23) Vitak, J., & Zimmer, M. (2023). Power, Stress, and Uncertainty: Experiences with and
Attitudes toward Workplace Surveillance During a Pandemic. Surveillance & Society, 21(1). 29-44.
doi: https://doi.org/10.24908/ss.v21i1.15571

24) Yaware. (2023). Monitorynh chasu: yak optymizuvaty robochu diialnist frylanseriv [Time
monitoring:  how to optimize the work activity of freelancers]. Available at:
https://yaware.com.ua/uk/blog/monitoring-chasu-yak-optimizuvati-robochu-divyalnist-frilanseriv/
(accessed April 10, 2026)



https://doi.org/10.20319/pijss.2020.61.474486
https://doi.org/10.1007/s10551-020-04726-8
https://www.google.com/search?q=http://doi.org/10.1108/IJWHM-02-2021-0042
https://doi.org/10.4337/9781786437259.00018
https://doi.org/10.3389/fpsyg.2021.633031
https://doi.org/10.36948/ijfmr.2025.v07i04.51880
https://doi.org/10.2196/44131
https://doi.org/10.1007/s10551-019-04204-w
https://doi.org/10.62441/nano-ntp.vi.3870
https://doi.org/10.2478/bsrj-2020-0008
https://doi.org/10.52783/jisem.v10i45s.9036
https://www.google.com/search?q=http://doi.org/10.1145/3710902
https://doi.org/10.1108/pr-12-2019-0680
https://doi.org/10.36713/epra14255
https://doi.org/10.24908/ss.v21i1.15571
https://yaware.com.ua/uk/blog/monitoring-chasu-yak-optimizuvati-robochu-diyalnist-frilanseriv/

46

Ethical human resource management in the context of globalization: digital
transformation and the limits of monitoring

Viktoriya Kharchuk

Department of Management and International Entrepreneurship, Lviv Polytechnic National
University, Lviv, Ukraine

ORCID: 0000-0003-4354-9549

Nataliia Reverenda

Department of Personnel Management and Administration, Lviv Polytechnic National University,
Lviv, Ukraine

ORCID: 0000-0002-7712-8999

Yevgeniy Telestakov

Department of Management and International Entrepreneurship, Lviv Polytechnic National
University, Lviv, Ukraine

ORCID: 0009-0001-6769-126X

Marian Reverenda

Department of Management and International Entrepreneurship, Lviv Polytechnic National
University, Lviv, Ukraine

ORCID: 0009-0004-1508-5585

Abstract: This article is devoted to the study of ethical aspects of implementing digital employee
monitoring systems within contemporary organizational structures in the context of globalization and
the widespread transition to remote forms of work. The paper analyzes the transformation of
approaches to labor control, where traditional supervisory methods are being replaced by continuous
electronic performance monitoring, algorithmic management, and artificial intelligence—based
analytics.

The object of the study is the processes of digital employee control, while the subject focuses on
ethical risks and the possibilities for harmonizing the interests of employers and employees. The
author provides a detailed examination of key challenges arising from excessive digital surveillance,
including violations of privacy in the home environment, reduced employee autonomy, the
emergence of algorithmic bias, and the growth of technostress, which leads to professional burnout
and the simulation of productivity.

The article proposes the concept of the Adaptive Ethical Gateway, which introduces a dynamic
approach to control based on the level of trust and employee performance. This concept incorporates
mechanisms of contextual privacy filtering and the right to short-term digital autonomy, enabling the
transformation of monitoring from a repressive tool into an instrument of support and professional
development.

The study demonstrates that the effectiveness of modern human resource management is
determined not only by the technological capabilities of monitoring systems but also by the level of
their ethical compliance and transparency. The conclusions and recommendations emphasize the need
to transition to partnership-based models of interaction, where data minimization and employee
involvement in shaping monitoring policies become the foundation for the sustainable development
of human capital in the digital era.

The results of the study may be used by HR managers and organizational leaders to improve
remote team management systems and strengthen corporate culture.

Keywords: digitalization; employee monitoring; management ethics; remote work; privacy;
labor productivity; algorithmic management; personal autonomy; information security.




